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A1 WiSI Network Guide
1 Overview
The WiSt Network Guideprovides an overview of the Network Specifications and Recommendations for field
deployment. Guidelines are also discussed for using the built in network analysis capabilities of thesi&igb

assist in field deployment argerformance analysis
WiSI comes standard with a 2.4GHzicaand antenna or RBMA connector. The WiSI network is based upon the

IEEE 802.15.4 standard.

1.1 System Components
A WiSI system consists of a collection of the three WiSI components:

91 coordinator(only one per network)
9 Router(Externally Powered)

I End NodgSolar Poweredr External Powered modgls
Thenode types and their roles aseimmarizedn the tablebelow. Note thata WiSInetwork must haveone and only

one Coordinatorwhich provides the access point for the wireless network from upstream coatibldata acquisition
systems
WiSI Component Role
The Coordinator is an essential node and plays a fundamentahtrshesteminitialization
) & during which itd¢asks are:
Coordinator P R o - & . a < a5 A
w {STtSOUa UKS NI RA2WiShEtwoyky St 02 0S dzaSR (
w {GFNIa G(KS ySig2N)
w !'ff2sa 20KSNI y2RSa G2 O2yySOG G2 Al of
The Cordinator providesmessage routing, security management auds as a Modbus slave
to an upstreanRTUpassing data to and from the WiSI netwotk addition, the Coordinator
may also gather local data anelspond to digital I/O requests just like all WiSI nodes.
A Coordinator must remain active and therefaannot sleep.
In addition togathering local data and responding to digital I/0 requefts Router also
w wStlrea vYSaalrasa FNBY 2yS y2RS (2 y2i0H
lff2ga 20KSNJ y2RSa (2 O2yySOG G2 Ad of
A Router must rmain active and therefore cannot sleep.
AnEnd Nodagathers local data and respontisdigital I/O requestsis well as sending and

Router .
[0)]

._ receiving network messages.
End Node AnEnd Nodecan only communicate with upstream Routers or the System Coordirter
WISIEnd Nodecan be externally powered, @elf powered with its own integrated solar powe
source and long life super capacitor storage. The Bfi8INodewill seep when not gathering,
transmitting or receivinglata.
EndNodescannot relay messagesd cannot allow other nodes to connect to the network

through them.
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WiSI nodes come in two flavors; Externally PoweEsel) and Solar PowereEP) WiSI Externally Powered nodes are
available to perform any of the roles defined for network elemefsprdinator, Router oEnd Node WiSI Solar

Powered nodes are only available fond Nodeapplications.

1.2 Dynamically Self Configuring Network
A WiSI wireless network self configures upon startup, and will automatically reconfigure as required to maintain
network integrity. Every WiSI network consists afragle Coordinatowhichmaintains network integrity and conveys
network data to and from the Modbus connect®&TU Reliable network communications is maintained by automatic

network reconfiguration usg redundant communication paths.

Coordinator

Cc

End-node

End-node

Router
End-node

End-node

Router
End-node

End-node
Router
End-node

End-node

The WiSConfiguration Consolis used to configure and load each of the WiSI network components
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TheWiSIradio uses the IEEE 802.15.4 standards to send and receive data in the unlicensedanrifiidinga
proprietary message protocol his band, also known as an ISM (Indust8alentific andMedical) band allows many

Network Specifis
different systems to use it at the same time. An IEEE 802.15.4 network will likely share its frequency space with
systems suchs WiFi (e.g. IEEE802.11b/g wireless LAN), video distribution, Bluetooth and cordless telephones.
However, the IEEE 802.15.4 protocol is well suited to shbaadl operation. It has 16 separate channels that allow

the system to "choose" a channel thatist being used by other 2.:&Hz deployed systems.

The IEEE 802.15.4 protocol providesbable radio link. The protocol employs a robust modulation scheme that is not
easilydisturbed by other 2.45Hz band users. Furthermore, the radio modem uRiesctSequence Spread Spectrum

(DSSS) coding that improves transmittesreceiverrange and offers some protection against interference.

For an IEEE 802.1%h4sed radio link, the radio transmit power is limited by the local regulatory radio regulations.
WiSI modules are designed to comply with these regulations and are available with a transmitobapproximately

100 mW.
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The WiSI Configuration Console allows the selection of a specific charm28l)( ik the WiSI Coordinator cée

configured to select the quietest channel automaticalljhe following diagram compares the channel/frequency
distribution for IEEE 802.11b Wireless LAN verses IEEE 802.15.4. Note that several WiSI IEEE 802.15.4 channels avoic

overlap with USA and Eapean WLAN assigned spectrum. It may be useful to try these channels first if ieneder

2483.5

2400

2405
2420

2410

2430

with local WLAN activity enticipated.
IEEE 802.11b Channel 1 Channel 6 Channel 11
US WLAN 22 MHz width 22 MHz width 22 MHz width
\ \ \ 1
| | |
2412 2437 2462
IEEE 802.11b Channel 1 Channel 7 Channel 13
annel annel annel
European 22 MHz width 22 MHz width 22 MHz width
WLAN
\ \ \ 1
' | | |
2412 2442 2472
Channel (2MHz Width)
11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
IEEE 802.15.4 I I I I I I I
1
1 1 1 1 1 1 1 1 1 1
2415 2425 2435 2445 2455 2465 2475
2440 2450 2460 2470 2480

- Channel does not overlap with WLAN in USA
- Channel does not overlap with WLAN in Europe
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An alternative is to allow the WiSI Coordinator to pick the quietest channel. This is@isteed by checking the
LINNtiGeitiayivheh T G K S

6! dfcasn OKS O] 062E Ay (GKS wlkRAZ2 [/ KIyySt

Auto-Scan is selected, the developer has the opportunity to select which channels should be considered as candidates

viaKS &/ Kl yy-5§ OBy d2OK802 02ES&®

Note: AuteScan
allows the WiSI to
select the quietest
radio channel at
initialization.
However, it will not
automatically switch
to a new channel if
the present channel

becomes noisy.

2.2 Data Rate

The WiSI Network operates at a data rate of 250 kbps$ypical WiSI upstream data transmission consists of a data

set ranging from 2 to 30 registers (4 to 60 bytes). At the network data rate, this equates to a data transmission time

ranging between 0.0001and 0.002 second@lus network overhead With these very faslata transmission rates,

WiSI maintains extremely losommunication latency.

2.3 Transmitter Power

WiSI modules currently support a transmit powerl@dBm(79mw).
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Network ID
Developerg usually when starting a WiSI design using the Configuration Console. The Network ID must be unique

within the radio receptiomrange of the specific V8| system under development. Within the Configuration Console,

Ead WiSI network is primarily identified by its Network ID. This is a 32 bit value that is defined by the WiSI System
the Network ID is expressed as any combination of 8 hexadecimal characters (0,1,2,3,4,5,6,7,8,9,A,B,C,D,E,F)

The Configuration Console provides several avenues fdngdtie Network ID.The first is presented as the first
screen when a New System is selected from the WiSI Configuration Console entry as shown below.

WASE

System Setings Data \View
B [
New  Open

System System

| System |

e Note: The Network ID identifies a
S W unigue WiSI network domain.
Make sure if you are working on
multiple WiSI designs
simultaneously that you have

@ system of WiSI nodes.
assigned a unique Network ID to
each project to avoid network

conflicts while the system is under

Network 1D:

i |

Encryption Key:

|ASASASAS | |SABASASA | |ASASASAS | | 5ASASASA |
development.

rNet\mar‘kSe‘ttIngs
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The Network ID can be changed for an existing WiSI system by selectindti®ed ¢ 2 NJ Siaday3acs
ea®)s  wsewsLseomewold —SmeRs
3 A ¥ WiSI-[WiSI_Sq riNetv IO E O
‘ @ L B ,7_?7 I 151_SensorNetwo
| System | Settings Data  View .8 x
|
| (=@ , ; o Delete WiS| [
‘\\ . ) | Register Map | 1o ‘?:\Clonev\ﬁsl
Add Wisl Link Rugid [} Document System || Send to
Node Program Wis| Ia Create Template
| — Sistem___ Wis) e
oo [ rm— ——
|| wisl's | Alias 5
o Coordinator MAG a Please enter in the network settings for this
Ep cT.22 : system of WiS! nodes.
| 3 CT_23 MAC 1
|| B4  cT 24 :
||B5 cT.40 Sami W'D'_..
||Es cr3seP |ABcD123 |
| &7 cCT. 46.EP 10S <
Eg CT_31_SMA Wait| Encryption Key:
|ASASASAS | |SASASASA | |ABASASAS | GASASASA | o
i =
| Advanced |
Selup ———
Node| supplies
‘ | Reset | [ ok || cancet |
‘ Address;| 1]
Description: al
4 il » ' -
WiSINetwork Guide © Rugid Computer, Inc. 201 Paged
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The WiSI network provides a secondary level of network identification called the Personal Area Network ID. This is a
16-bit value which should be unique to the network. This vaduget by the developer using the Configuration

Console Advanceldetwork Settings screerlJpon initialization, the Coordinator listens for the PAN IDs of any
neighboring networks to check that the specified PAN ID is unjdiié is not, the Coordinatoassigns a different PAN

ID.

Pagel0
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Message Encryption and Security
WiSI incorporates security measures to prevent intrusion from potentially hostile agents and from neighboring

networks:
91 Encryption: To prevent external agents framerpreting WiSmessages, the data is encrypted at the
source and decrypted at the destination using the same key. Only devices with the correct key can
decrypt the encrypted dataEncryption is based on the AES (Advanced Encryption Standard) CCM

algoiithm. This is a very high security encryption system implemented at the IEEE 802.15.4 level by

hardware within the WiSI module.

Integrity: The encryption service adds a 3##BMessage Integrity Code (MIC) to each message which
allows the detection of anmessage tampering by devices without the correct encryption/decryption

9 Replay Attach Prevention: A Nounce (Number Used Once for Session Authentication) is used to protect

key.
against replay attacks in which old messages are latserg to a device.

The Encryption Key is specified in the Network Settings screen.
- (s ¢

Network Settings
@ Please enter in the network settings for this
system of WiS| nodes.
Network [D:
1
Encryption Key:
ASABASAS SASASABA ASABASAS SASASABA
j,, S
| Reset | [7)] 0K || Cancel |
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WiSI Network Topology is defined by the physical topology of the deployment site, and by topological network

constraints specified through th@onfiguration Console.

2.7.1 Physical Topological Factors
Any real world WiSI deployment will face constraints based on fixed and dynamic factors affecting radio wave
transmission and reception. Fixed constraints will include hills, trees, buildings, metalistsisuch as fences and
power lines. All of these physical obstacles affect the ability of radio waves to communicate betwekznof the
WiSI network. WiSI radios work best with hofesight clear paths between communicating radios. However, a WiSI
tree network can effectively communicate around blocking obstacles by relagigicommunications through
I NP dzyIRthe - followihdieikednpid Rautsrs dreYusd8 16 S (i NI 6

w2dzi SNB GKIFG OFy &g N¥ LXE
route the network around a physitabstacle. In this case, the WiSI modules were specifically located so that-line

sight was maintained.

Modbus

Alternate Path
Field _-~ o i

Pagel2
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Additional Routers can be strategically placed to provide alternate paths for communication as seen in the example
above. These alternative paths are automatically and dynamically adjusted by the WiSI network to optimize signal

transmission. Network PatRedundancy considerations will be further addressed in Se2tib &

2.7.2 Network Architecture Topological Factors
A WiSI system is a dynamically self configuringvagt. There are several characteristics that the WiSI system
designer can define through the Configuration Console to affect how a WiSI network assembles itself into an

operational system.
As seen in the diagram below, a WiSI network consists of a €logleinator connected wirelessly to a distributed
collection of Routers anBnd Nods. A key concept of a WiSI network is that Coordinators and Routers can have
children (from a network hierarchy perspective), whiled Node cannot. End Nods can only ennect to the
Coordinator or one of the Routetbat belongto the network.
During WiSI network development, the Configuration Console creates a database of MAC addresses of every node in
the WiSI networkThe MAC addresses of deployed Routensl Node must match the MAC address for the particular
node entered during development. It is important to note that a WiSI node, programmed with the same Network
Application ID, but not part of the target WiSI project, would be able to join the deployed WiSI ketWomwever, the
0S A3JIYy2NBR o6& (GKS /22NRAYII G2NJ

RIFGF @g2dzZ R

NB 3dzS y2RSQa
MAC address database for this network.

Coordinator

Cc

End-node

End-node

Router

Router
End-node

End-node
End-node

Router

Router

End-node
End-node

End-node
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A WiSI network will autassemble upon power up of the Coordinator. Upon power hp,Goordinator will:
9 select the specified IEEE 802.15.4 radio channel as described in ektion
91 Or, search for the quietest channel from the apts specified by the WiSI system developer, and assign
9 start the network using the specified Network Application ID and Personal Area Network ID.

91 The Coordinator is then ready to respond to queries from other nodes that want to join the network
Pagel4
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Routers andEnd Nods will join the existing networwith the predefined Network Application I&eated by the

-
| J I NJ |
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Coordinator This associatiowascreatedby the Configuration Console during the WiSI development. An
unconnected Router dEnd Nodescans the available channels to find operating networks and identifies the one to

join based on the matching Network Application IDhe Router oEnd Nodeselects the attachment point into the

network based on the following criteria:
91 Firstc the node séects the closest path to the coordinator (fewest hops)
ﬂ Second; selects the upstream node with the fewest connected children
9 Thirdc if there are still multiple candidates, selects the connection with the strongest signal strength
Based on the above criti@, the node then sends a message to the chosen Router/Coordinator asking to join the

network. The chosen Router/Coordinator then determines whether it is currently allowing devices to join, and
ensures that it has rtaalready reached its maximum numbefr children If these criteria are satisfied, the

Router/Coordinator then allows the device to join.
These arehe maximum number of Roat® and End.J2 A Childpeh Sleeping ChildrerandHops

Children are defined as any node which connects downstream in the network hierarchy from the Coordinator.
Sleeping Children afend Nods, where the term sleeping infers that these nodes are railyrin an extremely low

Thee are severakey factors under the control of the WiSI developleat influence the resultant network topology
power state. Sleepingnd Nods periodically wake (as configured by the Configuration Console) to gather sensor

data

Pagel5
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.3 Designing &etwork
The WiSI network will autassemble based on the constraints imposed during the desgrguhe Configuration
Console. Although it is tempting to attempt to use the constraints of Max Children and Max Sleeping Children to
constrain an auteassembled network into a preconceived configuratipimere are risks. The following example

shows ahypothetical network consisting of a Coordinator, 4 Routers, aetdd Nods. An attempt has been made to
constrain the network topology by selecting the Max Children and Max Sleeping Children to force the network to
assume the connections defined by thel y §l SY RS R w2 dzii S¢

Unfortunately, depending on network timing, it is possible that R1 and R2, and E2 may connect to the Coordinator
first. This will leave E1 searching for a home with one of the other network Routers. If Hoé$ight is blocked

between E1 and the other network routers, it may be stranded perendly, unable to join the network
Network Hierarchy

Level 1 Max Children = 3
E— Max Sleeping Children =
¥
T 1 Hop
El
Level 2 Max Children = Max Children = 2
Max Sleeping Chlldren = Max Sleeping Children =
T 2 Hop
e E2

SR S ] . <4—» Intended Route

€ »  Alternate Route

Level 3 R3
@ax Sleeping Children =

T 3 Hop
Level 4
Max Sleeping Children =

T 4 Hop
E5 A

Level 5 .
As you can see from the above example, attempting taléigign a WiSI network can have undesirable and potentially

unpredictible consequences. Much better results can be achieved by letting the WiSI network auto configure. The
following section provides an example of allowing auto configuration, and demonstrates the added advantages of

Max Children = 2

network path redundancy
Pagel6
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WiSl is an auto configuring network that dynamically adjusts to changing environmental conditions. We can promote
e 2T GKS & abaxBSledpikgh f RNB Y

4 Allowing WiSld Auto Configure a Network

the dynamic creation of robust self healing networks by carefully ahbo/ 3

N
\l

LI NI YS G SNA
The following example consists of systena@fEnd Nods supported by a collection of 3 Routers. The Coordinator is

| KAt RNByY ¢
restricted to only conneiing with Routers. Each Routisrconfigured to allow connection to each of tBad Nods as
well as allowing space for two of the three Routers. This configuration will allow any Router to support the entire

population ofEnd Nods. With this configuration, eadBnd Nodéhas assortment of possible network connections, or

redundant paths tanaintain network connectivity
Auto-Assembled Network Hierarchy

c ax Children =3 )
i =0

Level 1 M
Max Sleeping Children =

T 1 Hop
Max Children =

Level 2 -
o ; 77777777 > < ‘ Max Sleeping Chlldren =

T 2 Hop \ .
VM ALy AA K aav

Level 3
<4—» Intended Route
€ »  Alternate Route
CKA& O2yFAIdzNI A2y |fa2 akK2NISya (GKS ydzvoSNI 2F aK2Llaé
network latency
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3 AntennaSelection
WiSI Nodes are available with embedded antesyrer aRRSMA antenna connector.

3.1 Embedded Antenna

The WiSI embedded antenna provides an Omni field pattern with a gain of 2.5 dBi and linear polarization.

3.2 Router Antenna

Choosing the best Routantenna depends onetwork topology and reasosifor router deployment A Routeris
requiredfor every 16 sleepingnd Nods. The WiSI_OA_RPSMA gain antenna is appropriater dense applicatios

whichrequire Routersdueto high End Node densitin this case, high signal gain is not a driving factoicontrast,
the high gain E050-AT antenna is most appropriate in deployments whigre system is more linear amgquires

covelingas much disince as possible.
datawill assist the field engineer in determining the appropriate antenna for each situatilme-of-sightis obviously

EachwiSlnodereports signal strength (RSSl)aagalue from €55, with 255 being the highesthe Configuration
Console can be used to retrieve RSSI information for each node in a deployed WiSI network. Examination of the RSSI
in queston, then a simple pair of nodesud be used to identify the best arecessary antenna gain for a particular

3.3 WiSI Antenna Placement
to the gound, then the range may be reduced by between 50% and 90%. It is also important to consider the

site.
One of the most important factors when placing any node is its height above its immediate environment. Head height
environment close to the antenna. If possible, avoid placing the node where there are obscuring objects (such as

or above is preferred, and the higher the better for maximizing range. If nodes must be placed in positions very close

metal pillars, posts or signs) near to thetenna- a close object obscures a wider range of solid angle.
Pagel8
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